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ABSTRACT

The Distributed Denial of Service (DDoS) is a cyber-attack that makes network resources unavailable
by overwhelming it with large traffic from multiple sources. In a typical DDoS aftack, there may be
millions of fake requests which run out the network resources. Nowadays, the scalability and traffic of
networks grow explosively, which make the DDoS aftack detection more complicated and
challenging. In this talk, we will present some novel DDoS detection and countermeasure methods for
large-scale and complicated computer networks including Software-Defined Networks and large-
scale Internetf. The conventional and big data frameworks such as Hadoop and Spark will be
considered too. The experimental results will also be presented.
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