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ABSTRACT

In order to build a security ecosystem in storage systems, we leverage a top-down scheme to synergize
bandwidth-efficient cloud storage and secure non-volatile memory. First, data deduplication is able
to effectively identify and eliminate redundant data and only maintain a single copy of files and
chunks. However, the occurrence of deduplication can be easily identified by monitoring and
analyzing network traffic, which leads to the risk of user privacy leakage. We propose a simple yet
effective scheme, called randomized redundant chunk scheme (RRCS), to significantly mitigate the
risk while maintaining the high bandwidth efficiency of deduplication. Moreover, in the non-volatile
memory, ensuring the security and correctness of persistent data is fundamental. To achieve both
data security and persistence, simply combining existing persistence schemes with memory encryption
is inefficient due to crash inconsistency and significant performance degradation. To bridge the gap
between security and persistence, we propose SecPM, a Secure and Persistent Memory system, which
consists of a counter cache write-through (CWT) scheme and a locality-aware counter write reduction
(CWR) scheme. Experimental results demonstrate the efficiency of our proposed schemes.
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