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ABSTRACT
Cyber-physical systems (CPS) consist of both physical and computational processes. CPS systems
often operate in an open system environment (e.g. autonomous vehicle, robotic manufacturing)
where the resource scheduler may not have knowledge of the real-time performance requirements
of individual applications. The design of CPS systems must deal with the possible failures of physical
processes that might exhibit unanticipated failure modes. We shall discuss how the concepts of failure
semantics and real-time virtual resources may be used to ameliorate the impact of the open system
environment and unknown failure modes in CPS system design.
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